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The Layer That Reads What Happened
Why behavioral attribution from the receiver side is becoming the missing reference of

cyber-AI governance.
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I. Five Events, One Structural Absence

In the first four months of 2026, five unrelated incidents collectively outlined the same gap in the

security stack. None of them were novel in kind. All of them were novel in what they revealed

about the absence of a receiver-side behavioral reference layer.

Bankr ($440K drain, April 2026). An AI-powered financial management application suffered an

exploit in which automated agents drained approximately $440,000 from user accounts. The

agents operated with legitimate credentials, executing transactions that individually appeared

normal. No perimeter was breached. No malware was deployed. The attack surface was

behavioral: the agents acted within the boundaries of what the application permitted, but the

pattern of their actions constituted extraction. The identity layer said “authorized user.” The

behavioral layer — had one existed — would have said “systematic drain.”

GitHub (3,800 repositories, March 2026). Researchers identified approximately 3,800 GitHub

repositories containing AI-generated code with embedded vulnerabilities. The code passed

automated review. It compiled. It appeared functional. The vulnerabilities were not syntactic

errors but logical ones — subtle mishandlings of authentication, session management, and input

validation that a signature-based scanner would not flag. The identity of the committer was not

the issue. The behavior of the code — what it actually did when executed — was the issue. No

existing layer in the standard development pipeline observed behavior at this level.

TeamPCP / Shai-Hulud (npm poisoning, Q1 2026). Two coordinated npm supply chain attacks

introduced malicious packages that mimicked legitimate dependencies. The packages declared

standard identities — plausible names, version numbers, README files. What they did after

installation was different from what they declared. The identity layer (package registry metadata)

was clean. The behavioral layer (what the code executed post-install) was adversarial. The gap

between declaration and behavior was the attack surface.
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RedAccess (380,000 exposed applications, February 2026). A security audit revealed

approximately 380,000 enterprise applications with exposed API endpoints accessible to

automated agents. The applications were not misconfigured in the traditional sense — they served

their intended function. But they had no mechanism to distinguish between a human user

exercising a feature and an automated agent systematically harvesting the same feature’s output.

The perimeter was intact. The identity layer functioned as designed. The behavioral layer did not

exist.

SAP vs. Salesforce (contractual dispute, Q1 2026). SAP filed a legal complaint alleging that

Salesforce had used automated agents to systematically access SAP’s customer-facing

documentation and pricing data. The dispute was not about unauthorized access — the data was

publicly available. It was about the pattern of access: automated, systematic, and extractive at a

scale that no human browsing session would produce. The identity layer could not distinguish the

activity from legitimate research. The behavioral layer — the pattern, cadence, and scope of access

— was the only basis for the claim.

Five incidents. Five different sectors. Five different attack surfaces. One common structural

feature: the absence of a layer that observes what actually happened at the behavioral level,

independent of what the identity layer declared.

II. What the Existing Stack Is For

The current security stack is organized around three questions, each addressed by a dedicated

layer.

Who is this? The identity layer — authentication, certificates, API keys, OAuth tokens — answers

this question. It is mature, well-understood, and necessary. It tells you who claimed to arrive.

What device is this? The device and network layer — firewalls, WAFs, EDR, network

segmentation — answers this question. It characterizes the technical surface of the connection. It

tells you what arrived.

Is this operator authorized? The governance layer — RBAC, policy engines, compliance

frameworks — answers this question. It determines whether the declared identity has permission

to perform the declared action. It tells you what was allowed.
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Each layer is necessary. None is sufficient against an actor that operates with valid credentials, on

a recognized device, within authorized permissions, but whose behavioral pattern constitutes

extraction, reconnaissance, or manipulation.

The question none of these layers answers is: what did this actor actually do, and does the

pattern of behavior match the declared intent?

This is not a failure of the existing stack. It is a design boundary. The stack was built for a world

where the primary threats were unauthorized access (stopped at the perimeter), malware (stopped

at the device), and privilege escalation (stopped by governance). The threat model that these five

incidents represent — authorized actors behaving adversarially — operates in the gap between

these layers.

III. Why This Matters Now

Three structural forces are converging to make the behavioral layer question urgent rather than

theoretical.

Consequences land on the receiving side. When an AI agent extracts pricing data, harvests

customer information, or systematically maps an API surface, the entity that deployed the agent

bears the intent. But the entity that receives the traffic bears the consequence. Data is extracted

from the receiver. Competitive intelligence is gathered from the receiver. System resources are

consumed by the receiver. The sender acts; the receiver absorbs. The existing stack protects the

perimeter of the receiver but does not observe the behavior of what crosses it.

Insurance is beginning to ask the question. Cyber insurance underwriters are increasingly

distinguishing between organizations that can demonstrate behavioral monitoring of automated

traffic and those that cannot. The question is not yet standard in policy applications, but the

direction is clear: an organization that cannot characterize the automated traffic it receives will

face a different risk assessment than one that can. The behavioral layer is becoming an

underwriting variable.

Regulation is approaching the receiver side. The EU AI Act (Articles 9, 15, 52) establishes

obligations for providers and deployers of AI systems. The NIST AI RMF maps risk across

development and operation. Neither framework currently defines obligations for the receiver of

AI-generated traffic. But the regulatory trajectory is toward requiring organizations to

demonstrate awareness of automated activity on their surfaces. The gap between “we have a
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WAF” and “we observe behavioral patterns of automated actors” is the gap regulation will

eventually require closing.

IV. Reference Layers and How They Form

The pattern by which reference layers emerge in technology infrastructure is well-established. It

follows a consistent sequence: a structural need becomes visible; multiple ad-hoc solutions

appear; one approach achieves sufficient adoption to become a reference; the reference becomes

infrastructure.

DNS (1983). Before DNS, every networked computer maintained its own hosts file. The

structural need — a consistent mapping between names and addresses — was met by a reference

layer that no single organization owned but all organizations used. DNS did not replace

networking. It made networking navigable.

X.509 (1988). Before certificate authorities, every secure connection required out-of-band key

exchange. The structural need — a trust framework for public key infrastructure — was met by a

reference layer that established identity at the transport level. X.509 did not replace encryption. It

made encryption scalable.

OpenAPI (2011). Before API description standards, every API integration required bespoke

documentation and manual negotiation. The structural need — a machine-readable contract for

API behavior — was met by a reference layer that standardized how APIs declared their

capabilities. OpenAPI did not replace APIs. It made APIs interoperable.

AlphaFold (2020). Before AlphaFold, protein structure determination required years of

experimental crystallography per structure. The structural need — a reference database of protein

shapes — was met by a computational layer that predicted structures at scale. AlphaFold did not

replace structural biology. It provided a reference that accelerated every downstream application.

The pattern is consistent: the reference layer does not replace the layers above or below it. It fills a

structural gap that, once filled, makes the entire stack more functional.

The behavioral layer for AI agent traffic is at the early stage of this pattern. The structural need is

visible. Multiple ad-hoc solutions exist (bot management products, rate limiters, CAPTCHAs). No

reference layer has yet emerged that provides consistent, receiver-side behavioral attribution

across properties and over time.
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V. What the Observatory Does

The BotConduct Observatory is a multi-property behavioral observation network. It operates on

the receiver side — observing what arrives at web surfaces, not what was intended by the sender.

Three architectural choices define its approach.

Receiver-side observation. The observatory does not require cooperation from the sender. It

does not need the agent to declare itself, register an identity, or comply with a protocol. It

observes behavior as it manifests at the point of arrival. This is a deliberate constraint: a reference

layer that depends on sender cooperation is a declaration layer, not an observation layer.

Ed25519 cryptographic signing. Every observatory finding, every research note, and every

behavioral characterization is signed with Ed25519 and registered to an append-only ledger. The

signature proves authorship. The ledger proves sequence. Together, they establish that a specific

observation was made at a specific time by a specific entity. This is the evidentiary foundation:

not “we believe this happened” but “we observed this, signed the observation, and registered it

before the claim was made.”

Closed Oracle architecture. The observatory publishes findings but does not publish

methodology. The detection techniques, behavioral classifiers, and cross-property correlation

methods are not disclosed. This is not security through obscurity — it is operational discipline. A

detection system that publishes its methods provides a training curriculum for evasion. The

observatory’s value is proportional to the gap between what it observes and what actors can infer

about how it observes.

VI. What the Observatory Does Not Claim

Precision about what is not claimed is as important as clarity about what is.

The observatory does not claim to be the reference layer. It claims to occupy a position where a

reference layer is structurally needed. The distinction matters. A reference layer achieves that

status through adoption, validation, and durability — not through self-declaration. The

observatory produces the evidence. Whether it becomes the reference is determined by whether

the evidence proves useful to the organizations that need it.

The observatory does not claim comprehensive coverage. It observes what arrives at its

monitored properties. The network spans multiple verticals and geographies, but it is not
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omniscient. Findings are stated as observations from a specific vantage point, not as universal

truths about all automated traffic everywhere.

The observatory does not claim predictive authority. Behavioral patterns observed in the past

inform expectations about the future, but they do not determine it. Actors adapt. Methods evolve.

The observatory’s value is in continuous observation, not in static prediction.

The position is vacant, not occupied. The receiver-side behavioral reference layer does not yet

exist as infrastructure. The observatory’s thesis is that it should exist, that the structural need is

demonstrable, and that the evidence being accumulated is the kind of evidence a reference layer

would need to produce. Whether this specific observatory becomes that layer, or whether the need

is met by another approach, is an empirical question that will be answered by adoption, not by

assertion.

VII. Closing

The five incidents that opened this note share a structural feature: each involved an actor

operating within the boundaries of what the identity and perimeter layers permitted, while

behaving in ways that those layers were not designed to observe.

The layer that is missing is not another firewall, not another identity provider, not another

compliance framework. It is the layer that reads what actually happened — the behavioral record

of what an actor did after it was authenticated, after it crossed the perimeter, after it was granted

permission.

That layer is forming. The structural need is visible. The evidence is accumulating. The question is

not whether a receiver-side behavioral reference will emerge, but what it will look like, who will

build it, and whether the evidence it produces will be trusted.

The observatory is one answer to that question. It may not be the final one. But the position it

occupies — receiver-side, behavioral, cryptographically signed, longitudinal, cross-property — is

the position the reference layer will need to hold.

The layer that reads what happened is the layer that was always missing. It is the layer that the

next five incidents will make obvious.
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20 May 2026. https://botconduct.org/research/the-layer-that-reads-what-happened/

CLOSED ORACLE PRINCIPLE

This research note describes observable findings and structural analysis. Detection methodology,

behavioral classifiers, cross-property correlation techniques, and observatory architecture are not disclosed.

The observatory publishes what it observes. It does not publish how it observes.

All findings are Ed25519-signed and registered to an append-only ledger prior to publication.
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